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Dr. Steve Crocker

Stephen D. Crocker (born October 15, 1944 in Pasadena, California) is the inventor of the

Request for Comments series!!], authoring the very first RFC and many more.

He received his bachelor's degree (1968) and PhD (1977) from the University of California,
Los Angeles.lZ

Dr. CHUN, Kilnam(1943~)

- He is a professor of Korea Advanced Institute of Science and Technology
(KAIST).

- The start of Internet and the introduction of www in Korea was done by him
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tgtus of IT : Infrastructurie’ﬁ;“

Broadband Network in Korea

©® 1~10Gbps




"tﬂus : Infrastructure

Broadband Network abroad
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| <Figure2-1> Trends in Intemet Usage Rate and Intemet Users

(unit: 96 thou)
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N [nternet usage rate —O—Internet user
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2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

24,380 26,270 2922

e,

1) Since 2004, wireless Internet through mobile communication network has been included in the

scope of Internet. Also the definition of Internet users has been changed from 'those who use

the Internet at least once a month on average' to 'those who have used the Internet at least once
in the last 1 month'

2) Since 2006, the samp!e eligibility has been expanded to the population ages 3+ (2000-2001 : population
ages 7+, 2002-2005 : populatlon ages 6+)
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~ wf urpose of Internet use

OCommunicatic

O(E-mail, Messenger)
DLeisure activities

©®(Music, Games)

OInternet Shopping ©58.4
©®Education ©50.6
DOe-Social Activity ©45.4
OHomepage ©44.3

O®Financial ©38.0

OFile Share Service ©22.1

®Job Seek ©11.2

©50.0

©92.0

©87.9

©87.9




I <Figure2-21> Purpose of Using the Intermet (multiple responses)

- Tt T Ju {unit ;%)

Fais ~
Communication
(E-mail, SNS, Chatting, VoIP etc.) 914
Getting Information or data 894
Leisure activities
(Web Radio, Web TV, Online game etc.) 862
Education®eaming
(Online edu. course, Wikipedia etc) 4.2
",
Jlob search 14.3
e i (Online Resume, Linkedin etc) :
oy




Contents Service
for IPTV & Smart TV
Broadcasting

Drama, Documentary and etc

Edutainment
Digital Publishing /
E-learning Edutainment

" Digital Conten

Business

Fields

Online Game Contents
Character / Avatar / Item / Advertisement

Entertainment
Cartoons, Movie / Drama / Animation

Digital Content Mgt

License Management
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Introduction to
Korea Internet & Security Agency

2 KISA




- upgrade the information and communications network, encourage the safe use thereof,
and promote the international cooperation and advancement into the overseas

market in relation to broadcasting and communications.

Main

[

Information Security ]

O Internet Incidents Prevention and Response
O Protection of Personal Information

O Policy Development and Law

[ International Cooperation ]

O International Cooperation on Broadcasting &

Communication

O Expansion of Exchanges with Various International

Organizations

[ Internet Development ]
O Create a better and safer Internet Environment

O Encourage new Internet related services
O Management of Korea Network Information Center

[ Policy Development ]
O Studying Legal system related with Internet and

Supporting Govn’t enactment
O Studies and Improvement of Legal System in

Compliance with IT Convergence




2010. 1

gency of Korea(NIDA) 2011, 5

National IT International Cooperation Agency(KIICA)
2012. 5

2009. 7 Korea Internet & Security Agency 2013. 1
(merger of KISA, NIDA and KIICA, 23 Jul)

Launching the 118 Call Center

Launched the service of Hangeul dot Hanguk(gl=-. g}
=) domain Add

Internet Personal Information Clean Center

Phishing Response Center




Bl 1272011
® Staff: 613 o15.1)
B vos2in202

Post-Graduated and above : 308

W om0 (Ph.D : 59, MA degree: 249) |

. W 176 in 2014

Average Age : 34.6 years old

ratio of 20-30th : 76%

Gender : male 67%

~

female 33%




stablishing Critical Information Infrastructure(CII) Protection measures &
supporting for incident recovery

* G-ISMS, Information Security Consulting for e-Government services
* SW assurance service & IT security product(smartcard, firewall, etc.) evaluation

* Operation of RootCA for National PKI & Promoting PKI usages

[Personal Information Protection]

* Operating the Privacy Incident Response System(PIRST) 24/7
* Operating 118 call center 24/7




ernet environment|

» Korea Internet Security Center(KrCERT/CC)
[ CERT : Computer Emergency Response Team]

* Early detection and response to prevent damages from Internet incident

* Strengthening domestic and international cooperation for incident response

* Operating Spam Response Center

* Strengthen collaboration with specialized institution(agency)

* Support developing countries to establish CERT




viding the Issue Report on Global IT, ICT Policy Trends etc
 Studying legal system related with Internet and Supporting Govn’t enactment
* Analysis of Internet & Security Policy and Statistical Research on Main Business

* Studies and Improvement of Legal System in Compliance with IT Convergence

[International Cooperation]

* Strengthening ICT SMEs capabilities for global market

* Hosting ICT training programs and creating human networks

* Promoting cooperation in ICT areas with International Organization such as
OECD ,ITU, WB and many others




environment]

 Raise the awareness of youth about the importance of Internet
* Take the leading role in global issues on Internet ethics

* Run national campaign for beautiful Internet world

[Industry Development]

« HTML5(Alternative technology of active X) consulting
* Testing and certifying service for domestic biometric system [K-NBTC]

* Development of new services for Near-Field Communication(NFC)




Introduction to

Korea Internet Security Center
(KrCERT/CC)
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Cyber Security Framework of Korea




€ Purpose : show-off ——— financal ——— cyber terrorism (social unrest)

& Technique: manual =  stealth, automatic =) organized and intelligent
€ Target : individual system=——> large-scale, network—— social infrastructure, state

6.25 cyber terror('13)"

Level of threats

4 : : : : :Nong-hyup ’
: : : : ('11) i

: ?hishing

f,sites(’lZ)

CIH§’97) { Stuxnet('10)
) Code Red('01 : : :
Virus - ) i (o1) :

Root DNS
DDoS('02) :
Amazon, eBay :
DDoS('00)

7.7 DDOS('09)

DDoS

—

Personal APT : : : R
info leakage 2000 2002 2004 2006 2008 2010 2012 2013 2015/2016




sfore 1980’s, the ‘Security’ term is about national security or military security
= Late 1980’s, eventually made a regulation about information security

= |n 2003, we meet the turning point due to the ‘Slammer worm’

I the law regarding the promotion of information and communication network use and protection of information

2011

- Enforced? Personal Information Protection Act

2009 - Financial Institute hacking accident occurred
| .2.4DD0s occurrea
A Tag /e Internet & Security £ pablishedienforced National Gyber Security
Agency (KiSA) =
Master Plan
2007 7.7 DDoS Infringement accident
occurred
. > National
2005 sscurity proauict instiste Cyber Crisis Countermeasure -
Seary -Launched Knowledge Information = -
2003 Reguiations (Presidential Dirsctive) Security Industry Association (KISIA) |
2001 i tha T Cutr s scuny oy =
= Acton or -1.25 Internet Crisis occurred =] & ck occurred
+ 6.25 cyper attack occurred
CEa and Gommunications Infrastructure ; Kisa S T stk pian
- fActon ion of i of admi s Support Center 5 « Established Cyber Security Industry
Exacuted Sinuisad Cyber Wariarwion. || Wrke i o ratee i o e e i — ol Development M -
1996 ulfi Exerci: -7 the 1aw regaraing the and e (ARIA) 2010
KTaA = - T the law regarding the promotion of communication network use , was reformed as T the
fing network law regarding the promotion of information and T T
1990 expansion and use ; was reformed as Tthe | comMUNICITON Network Use and protection of « g - Diversified authorized electronic financial transaction
990 law regarding the promotion of information | information,, coruncate measures
KIISC Established ‘ ana communicaton network use, " e 5 Society ”! S Cvercil i Act
L | “Established rBasic Culdeline of National | (RIAS) - : 2008
1986 Information & Communication Security ; | - korea Information Security Center ascalated as I e o R e ios T aio cary e o Tion ey Tinchons
Eshbll:hed “the law regarding the |_-Established I Efectronic Signature Act; oo, SacUre Adency. — 2006 upon reorganization of the government
otlon of computing network E——_ - Korea C Security In private sector
Gissemination, expansion and use : / + Subscribed CCRA ~Ministry of Public Administration and Security: e-Government civil service
2000 2004 Certificate Issuance i jor i on & ication i i
1964 Estabhished National Security Research insttute (NSRI) . Country Personal Information protection in public sector
1998 2002 ;.E::,:'a‘f"‘;‘;’s‘ﬁ::";;‘m;“ o | . Executea Joint National | -Ministry of Knowledge Economy: Information Security industry cultivation &
- Established Korea Information Security Industry Association (KISIA) - Pubilshed tne 1+ Natonal Preziientiat Brectnd & Naona Cyber Crisis Response Securif
19 94 - Developed the 1 domestic biock protection algorithm Security Manual, EXercise cultivation
- Entorcing securiy sy system - ey
i o = acaty Security Association (NISA) ot HatighalCyher: S eouty ] -Established security control centers for top 10 key areas including defense /
- Resnuried to axpana the Minisey of - mictEns petae Tt = s foreign affairs/administration, stc.
from the Ministry of Science & Bureau of Public i Ministry of Industry & Energy I -Constructed the nationwide security control system

1989

- Held the first information security conference in Korea
- The 15t Workshop on Information Security and Cryptography (WISC)
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®* |n private sector
* CERT{Computer Emergency
Response Team)

National Cyber Security
Management Regulation
- in public institutions

il

| 4

= Protection of user’s information
s prohibition on Intrusive Acts
on Info. & Comm. Network

= Establishment &
Enforcement of security
measures

12y uojjeiulojul jo
uoloajold pus wopowoid

Electronic Signature Act
: for people

& For Government official




|1§ KISC(KrCERT/CC) Mission and Org

» 7days/24hours Monitoring, Early Detection/Response on Cyber Attacks in Private sector

» Rapid Response for Nation-wide Major Internet Incidents to Prevent and Minimize damages

» Cooperation with Domestic(ISPs, Anti Virus Companies), and Foreign Partners (FIRST, APCERT,

Microsoft, Symantec, etc)

Internet Incident Response

Division

Internet Incidents Response
Planning Team

Internet Incident Detection
Team

Internet Security Response
Team

Internet Incidents Response
Technology Team

w Cyber Fraud Response Team

Korea Internet Security Center

Internet Incidents Analysis

Division

Internet Incidents Analysis
Planning Team

Code Analysis Team

Internet Incident
Investigation Team

Vulnerability Analysis Team

Infrastructure Protection Division

Critical Infrastructure
Protection & Planning Team

IT Security Evaluation Team =

e-Government Security Team

- -

Information Security
Management Team

_.




Warning Lewvel Criteria for warning Measure
- COrgankze crisis centar
] > Issue critical warnin T
P 3“1 ice oT +Subject : MSIP s Intermet » Private-Public Joint
A antiona £ communications Investigation group
Security < *= Prior consultation with Mational paralysis ~ Block specific service
l crisis management office 3% Overall response
e ul
Moti ecific senvice
hd » Issue severe AMultiple ISP network ot P =
Mational . /g Ministry of Science Ministry of *Subject-maw Sne s o e " Public promotion (Media)
Intelligence «— . .‘3 & Future > ‘H—&.—’ National * Prior consultation with National < » Emergency work system
Service HETII'IFHI - Defense crisis management office ® Massive damagss % Rapld response
»~ Local
I - lssus substantial & ammunications ".-:sse:sdamagesand
L - disorder ;
»Subject : MSIP ARy ~Emargency work system
Millitary Cyber Disorder # Tighten sectLiry
Command &
Control Center » Issue moderate ~ Increased possibility 7 Public promotion
warning of security incident » Tighten monitoring
AllT in . x axpansion » Emergency work system
i ToOps »Subject : MSIP and damages ¥ Observe signs

» Common response by level

& Consult on information (NIS. MND) and report to

= Normal situation BH National crisls situation center
» Analyze cause, prevent damage expansion and
support recovery

- KISA under MSIP in charge of Cyber Security of Private sector



-3.sber Threat Response Cooperati

g

Public

e ——

Raise public awareness and

ad organizations in Korea i
treat malicious code

Responsible e NIS ,
Organization ¢ MND ‘g /- MVinistry of Science ICT &

Malware Sam ple & Future Planning

Analysis Report, LA\

Investigative * Supreme

Share malicious code
& analysis result,
Remove zombie PC,

Agency

« National Police
Agency

I

\
Incident Escalation . Block C&C server
Prosecutor’s office <‘ y K I SA \ <
\ -

Related organizations abroad

CERT abroad @ FIRST

v APCERT

Organizations o MS

notify zombie PC

Block malicious site,
and request treatment l

o KT
o LG U+
v SK broadband
¢ Dreamline
¢ Onse telecom,
| ¢ 112 others

«|IDC service provider (ex. KIDC)

¢ Control organization (ex. SK
Infosec)

¢ Communications ISAC,
finance ISAC

Share security incident information and
request to check failure of network:__‘_;' "

> abroad © Symantec
v McAfee
Share malici
rodu
ated

« AhnLab (V3)

« Hauri (Virobot)

« Eastoft(AlYac)

« SG advantec (virus
chaser)

¢« Symantec (Norton Anti-

virus), etc




Primary Response Activity of KRCERT/CC




.@ Sécurity Monitoring Room

-

- Security Information :
- Honey-net / Honey-pot

- Monitor web-embedded malicious code : 2.3 Mil Domestic Websites
- Hotline (ISPs, Anti-Virus Companies, NCSC, etc)

orts, Protocols, Attacks

omestic Web servers
R DNS, 12 Major Domestic ISP DNS
Major Anti-Virus, System/Software/Security Company sites

Incident Call Center Services
- Call Center for Incidents Response & Private Outreach : +82-118 (free)




B ISP

IX Router IX Router

IX

< = -

Normal Traffic

Backbone Router

IDC, Internet Biz company, IDC, Internet Biz company,
Internet Service Provider, etc Internet Service Provider, etc




Route

1. Update detection rule

Malicioius URL
Disseminatiorn.

-

o
o

. Internet
Malicious Code >

(

-
sl

e S
(Politics)

Finding System

-

{MC-Finder)

_—

2. Check hidden malicious
URL in website

o
o

A sisimimimry

All Domains registereg

Staffon duty
3

T ——— 3 Req uest to block

foreign malicious URL

4. Request to remove
malicious URL in Korea




e ey

[Zombie PC]

™ System is failed by DDoS Attack

- Normal web server is failed by DDoS Attack
/@@ = \hssed ' ® Applying DDoS Shelter
. > N N\\sseo fion - Replace the Web Server IP in DNS with IP provided by the DDoS
[Normal PC] @;@,ﬁ\i‘»ﬂe Shelter

—

® DDoS Traffic detoured from
Web Server to DDoS Shelter
- Normal & DDoS traffic flows to the DDoS Shelter

® DDoS traffic blocked and
Normal traffic allowed
- The DDoS Shelter filters DDoS traffic and normal traffic flows into the web




] 1oval method using popup window
DDoS attack

2 KISA

Cyber cure system

=S PC AHIH XS A=

RV Stop!
Cure zombie PC

> 2. Operate
1.Collect infected cyber cure
PC IP System T ASSHN PCOL SISO 250 TIUEHITSHH M DTS

&LICE

.__--_-_____--..
| SCTRI———— -

Ol PCE 032 =& & 0L A2 HATBE =8
DDoS 230 SN =~ AUSLI. BtEA OlH &%
S = CIEISNE AFESHAIZ] BHEILICE

F=E STAMOIE
DEWMo2 TAH Y

Download dedicated vaccine

Zombie PC

X UARUF  ZESNT O0ESSRT U TEES EM TS EHE W47E23
¥ BIAME: T OIAMLE 32 210| ®118(ZIFEI T2 SEHE)
£ MHIA 22 BOLE I / FAQSES{2ED]

-
Lo,
~

3. Popup window { _ -
for notification — i

— - ) -~ —=

4. Dedicated
vaccine

ya ’ .
@ ISP ISP

N e G o 2 o

e’y .. .
Ministry of Science, ICT and

/)
N Future Planning

9 e o

7



Bilateral Cooperation
CNC(EERT/CC

- -
2 KISA
iDA Giiliser

SINGAPORE

Micresoft
» Training course for AP countries » Signed MoU with leading organizations
on CERT establishment and cooperation to enhance cyber security cooperation

» 203 trainees from 40 countries since 2005 » Joint response to incident handling

# Information sharing on infected computers

.




Internet Security Framework

Senior Secretary
to the President
for National Crisis

L e
T

Warning Level

Criteria for warning

Measure

—> Management
Mational - . Ministry of
= /] Ministry of Science, - :
o rntglefme «—> & “5 ICT & Future Planning €2 = @'x Natmrr::;

National Cyber Military Cyber
Security Center Command &
Control Center

National or All Troops in
Pubilic Sector Military Sector

(]
]
©
e
Q
O
=)
‘.

> Issue critical warning
»Subjec MSIP

crisis management office

» [ssue severe
»Subject: MSIP

crisis management office

»Subject: MSIP

» l[ssue moderate
warning

»Subject: MSIP

» Prior consultation with National

®Internet
communications
paralysis

oMultiple ISP network
andinfrastructure
failure

*» Prior consultation with National

®Massive damages

®Local
Communications
cdisorder

®Internet-related
Disorder

®Increasedpossibility
of security incident
expansion
anddamages

®Organize crisis center

®Private-Public Joint
investigation group

®Block specific service
s Overallresponse
oNotify specific service
control
®Public promotion (Media)
®Emergency work system
# Rapidresponse

®Assess damages and
report
®Emergency work system
# Tighten security

®Public promotion

®Tighten monitoring

oEmergency work system
i Observe signs

» Common response by level

® Consulton information (NIS, MND) andreportto
BH National crisis situation center

® Analyze cause, preventdamage expansionand
supportrecovery

» Normal situation

- KISA under MSIP in charge of Cyber Security of Private sector
\ Most security incidents including zombie PC occur in private sector and KISA is responsible for that incidents

- Cyber Threat Warning System (Normal, Moderate, Substantial, Severe, Critical)
v MSIP/KISA is in charge of issuing yber security alarm(Composed of 5 threat levels) for the private sector

T e e -
. ) i — . . —— ——

:1\

==

—
e — It




Security Incident Prevention and Response

yber crisis response 2
Public cooperation system

Related organizations in Korea Raise public awareness and treat Related organizations abroad
malicious codes

CERT abroad © FIRST
¢ APCERT

Responsible © NIS

Orgenization ¢ MND Share malicious codes, 3 J#A  Ministry of Science, Share malicious codes & analysi
Share incident analysis | "7 \* ICT & Future Planning result,

Remove zombie PC,

Investigative ¢ Supreme Organizations

s offi Block C&C © MS
Agency Prosecutor’s office % KI S A oc server access abroad o Symantec
v National Police G G

© McAfee
v Agency T T

Share malicious codes and
l Block malicious site, notify zombie PC and Share security incident information requestf produce dedicated
request treatment check failure of network vaccines
v KT v AhnLab (V3)
v LG U+ »IDC service provider (ex. KIDC) v Hauri (Virobot)
¢ SK broadband « Control organization (ex. SK Infosec) v Eastoft(AlYac)
v Dreamline » Communications ISAC, v SG advantec (virus chaser)
v Onse telecom, finance ISAC v Symantec (Norton Anti-
v 112 others virus), etc
S &

U Telecom operator, ISP Information Communications organizations vaccines company
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 ClIIP - Critical Information Infrastructures Protection

v Operates in the sectors such as telecommunications, finance, administration, and energy | | === ==&ttt o asBon olBa R B Bo =0 uw,
Information and Communkotions Network Utlization and Tnformation MATEAIE W W, TS W AEH M= <t
Promesion, e, j, and Articke 50, the Enforeement Decrve of the Azt #%h 30| BRESHTIGAR ASeUCE
from cyber attacks B
L Jomg-Riyeol S0, Prosident of Koroa Interne: & Sscurity Aguacy A [ Wﬂﬁ‘fﬂﬂ@ =

€ ISMS - Information Security Management System
v" Providing certification after checking whether an organization systematically established
appropriate security management procedures and continuously managed and operated

them to protect major information assets

Information and communication Information Security Management System(ISMS)
infrastructure specify certification mandatory target

Enlarge 400 Enlarge SDL

/.




Innovation Lab for Incubating
Cyber Security Start-up

Construction of Test Bed for
R&D of Cyber Security New
Products and Test Certification

Construction of
One-stop Service Center
for Cyber Security
Company Promotion

-
-t
-
-
-
-
-
-
-
-

Preparing of Enactment of the
Cyber Security Industry
Promotion Act]




Training cyber security

Training IS talents elites

pa>ueape
Jaddn

(Academic-industry IS experts for
cooperation) national
infrastructure

IS experts for private
sector

>
o
<
o
=
o
o
Q.

IS study clubs in Programs to meet
Training IS talents universities industrial demands.

Young students ‘

R)eIpawIajul
13 J2uulbag




€ Street campaign to distribute music videos and songs designed to advertise
information security

4 N




Security Incident Prevention and Response

Security incident prevention activity

@ Monitor internet network in Korea for abnormal signs 24/7

» Check 2.3 million Korean websites for malicious codes

@ Inspect information security vulnerability and take measures for protection

» Information protection inspection on ICT service providers

» Make remote inspection on website vulnerability and take protection measure

® Operate KrCERT for rapid response of cyber security incident and cooperate at home and abroad

» Cyber exercise for security incident response with AP regional CERT and related agencies in Korea twice a year

APCERT AGM &Annual Confer_ence 2011

011, LOTTE HOTEL JEJU, KOF




Personal information protection

@® Educate PI protection and Distribute i-PIN

® Delete Pl disclosure on websites 24/7

@® Expand targets (520 thousand— 3.5 million) under Pl protection act (Sep 30, 2011)
@ Technical support center of Pl protection for SMEs (Oct. 19, 2011)

@® Promote Personal Information Management System(PIMS) (22 companies, May 2013)

v PIMS: Comprehensive system for management for technical measure (ex. firewall, encryption),
responsible agency and compliance (adopted in Nov. 2010)




Healthy cyber culture

k3
@® Run national campaign for healthy cyber culture

> Set up national association
\ Established in August, 2010
V With 65 organizations including the government,

internet companies and private organizations

v Initiated campaign and signed a MOU for good replies for 100 days

» Korea Internet Star(KIS)
\ Comprised of elementary and middle school students to lead healthy cyber culture

@ Internet ethics education

» Educate teenagers, parents, teachers and children on internet ethics

@ Produce and distribute Internet ethics B.l(Brand Identity) ;_’:;’33
> Develop and utilize character and logo song e
for Internet ethics to give impression on people 0 Q




Promote ICT service abroad

® Support ICT business to advance into the global
market

» Global Market for Digital Convergence

\ Roadshow, showcase, government consulting service

> Support ICT strategic items
\ Items: Smart 4G, media contents, broadband,
information protection, mobile TV, IPTV, etc
® ICT Expert Training Program
(K-LINK: Korea-Global ICT Leaders Information Network)
» 12 courses, 330 trainees

\ Provide education for overseas experts (about 4,300 officials, 145 countries) since 1998
@ International conference and international organization activities
> WICS

» |TU-PP 14, Telecom World
» OECD

» World Bank




118 call center

® Run @118 center to provide consulting service

related to the Internet

» Receive complaints and provide consulting service
related to the Internet (hacking, virus, spam, Pl disclosure)

» Q&A and counseling service for Pl protection act Q
0(. ™

@ Easy to remember, anytime/anywhere Pa
lllegal spam

l @ Personal information
@ Hacking, virus

@ f Loss of certificate
‘ @ Others

Connect to related agencies

» Call : free consulting service 24/7

\ the average number of call per day : 1,300

» Website : www.118.or.kr

» Twitter & Facebook ID : kisa118




I. What is Cybersecurity ?

Cyber Security Incident

Bot PCs (NH Bank, SK Comms)

e “ 8 xecute OPam Mail Relay
' Global

Mail Server

7. Forward
*** Command

. Hack a droc e
C&C Servers

6. Command attack
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2. Hack and Procure ™~ 9l VG

Exploit Servers Resu

ﬁstem Shut Dowi
- botage

Criminal Exploi

3. Conceal Malicious
codes which will be
activated by C&C

Zz
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I
I
Servers ! <4
4. Lead Security-vulnerable PCs to i Sl
connect with Exploit Servers ! S !
\ l
5. Disseminate malicious codes and € -
Procure numerous Bot PCs fﬁdvertls1ng me

TR . Annoying message
=== = e Malicious €




ISP : KT, SKBB, LGU+, etc.
S . B Active X replacement tech.

- ; A — Web Service Company
8 2.1 million web sites

N DDoS system
1P ® "t X node @ efmmme 4 kpmDen
5= = 2

g
omain/Security System SME website

@Vul. Check for web site

VolP service provider

Zombie PC

@97} VolP service monitoring

ISP

@) Web hard, P2P
SO o pp security system
MC collecti obile office, Cloud protection
Smart @ collection L @ p

I DNS cyber shelter System
Phone y @ i

ireless network
Security verification

DDoS cyber shelter

DDoS detection system at Internet Exchange node

@ Whistle, Castle Check vulnerabilities for SME websites @ Reroute DDoS packets to Shelter

” ] ’
Checks 2.1 million websites to fine MC @

DDoS defense system for Kr DNS

@ MC collection System Collecting MC using virtual PC Kr DNS DDoS System

@ | LA SV S Sl | Monitoring system for VoIP ® Pop-up window for zombie PC users and provide vaccines

Convergence Security
System

5 New System —
_ “ e
@ ACIER ter:t? ISCCHEnE R&D Active X replacement technology
Device Security App security review

Wireless network |
security |

|
WLl ieen e et L Protection for new IT services such as mobile office, mobile cloud, smart screen

y
e e —— e — T R Y

©)] Domain Security system Block C&C from sending command to zombie PC Security system for smart phone, wireless communication

Webhard service

protection Monitor web hard service, P2P’s update or download S/W

DNS protection DDoS system for SME’s hosting co. DNS server

Kr DNS DDoS system DDoS protection for all Kr DNS servers

Forensic Tool Automatically collect evidence, analyze Infected PCs

“
) -




D'D"S Defense System

‘_

IX Router

Normal Traffic

Backbone Router

s &

Inc, Internet Biz c,ompany,
Internet Service Provider, etc

DDos Attactf
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Web Service Provider
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1. Update detection rule ~Malicious Code
Finding System
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2. Check hidden malicious

Malicioius URL URL in website

Disseminatiory.

Route)

All Domains registeregs

AR

e — 3. Request to block 4. Request to remove
- foreign malicious URL malicious URL in Korea
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DDoS Shelter System

é ..... | %

[Attacker] [Zombie PC]

® System is failed by DDoS Attack
- Normal web server is failed by DDoS Attack

P Applying DDoS Shelter

- Replace the Web Server IP in DNS with IP provided by the
DDoS Shelter

—
® DDoS Traffic detoured from
Web Server to DDoS Shelter
- Normal & DDoS traffic flows to the DDoS Shelter

DDoS traffic blocked and
Normal traffic allowed
- The DDoS Shelter filters DDoS traffic and normal traffic flows into

[Attacker]  [Zombie PC]

34
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B attack

Cyber cure system

> 2. Operate
1.Collect infected cyber cure
PCIP System

o o
N - -

3. Popup window
for notification

4. Dedicated

vaccine
3
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X Stop!
@ Cure zombie PC
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Rapid and continuous increase of Cyber threat

® Cyber attacks such as DDoS, APT, EMP are becoming more sophisticated
® Cybersecurity vulnerability increases from expansion of application services and
growing number of IT devices such as smart phones, etc

Cyberthreats More devices More apps More users

GPS, GIS, SNS, |

IPTV
‘\ DDoS ) , Broadcasting, i Personal

Information
News, Kakatotalk
Smartphone ’ ’
‘\ Malware) E Twitter, Music - 0.5mn
Tablet PC O CAY ¢\ —
Stuxnet D‘&& “m\ a V
CCTV m& '

% 3.5mn

Throughout public
and private entities,
organizations

C_APTattack ) USB
‘\EMPattack) Shared folders

J \\ J \\ J \\

J

« Stuxnet: a computer worm that targets industrial control systems that are used to monitor and control large scale industrial facilities like power plants, dams,
waste processing systems and similar operations

« APT(Advanced Persistent Threat) : APT uses multiple phases to break into a network, avoid detection, and harvest valuable information over the long term

+ EMP(Electromagnetic Pulse) : EMP is a short burst of electromagnetic energy and is generally damaging to electronic equipment.
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Changes in trend of cyber attack

o ( Professionality) Beginner — Professional — strategic information war

® (Scale of damage) small scale of individual, group — massive information disclosure —

interrupt system management(large scale)

Gy i

ic inf . destruction
Strategic information war of industry
- Hacktivism

infrastructure As of now

- Sophisticated and continuous attack o @
- Cyber terror SOphIstlcated.“_”{_“_ @ f
------------------------------------------------------------ malicious

_ codé
Purposed cyber attack-professional hacker
» Pursuit purposed monetary benefit

—————————————————————————————————————————————————— o @ |
Common cyber attack . = Pursposed 5
- Small monetary purpose @ Service! DDosS attack :
- Attack to unspecified . stop |
objects for fun " DosS ‘
- Curiosity N x |
T System : :
B infringement ! :
_~"Invasion | |
9 trial ! - Employed
Low| scanning - Common attack hacker 1 + National terrorism

>

K Small scale Scale of damage Large scale J

o}



Cyber Attack Incidents




Cyberwarefare

N el

WIKIPEDIA

The Free Encyclopedia

Main article: 2013 South Korea cyberattack

With ongoing tensions on the Korean Peninsula, South Korea's defense ministry stated that South Korea was
going to improve cyber-defense strategies in hopes of preparing itself from possible cyber attacks. In March 2013,
South Korea's major banks — Shinhan Bank, Woori Bank and NongHyup Bank — as well as many broadcasting
stations — KBS, YTN and MBC — were hacked and more than 30,000 computers were affected; it is one of the
biggest attacks South Korea has faced in years.[52 Although it remains uncertain as to who was involved in this
incident, there has been immediate assertions that North Korea is connected, as it threatened to attack South
Korea's government institutions, major national banks and traditional newspapers numerous times — in reaction
to the sanctions it received from nuclear testing and to the continuation of Foal Eagle, South Korea's annual joint
military exercise with the United States. North Korea's cyber warfare capabilities raise the alarm for South Korea,
as North Korea is increasing its manpower through military academies specializing in hacking. Current figures
state that South Korea only has 400 units of specialized personnel, while North Korea has more than 3,000 highly
trained hackers; this portrays a huge gap in cyber warfare capabilities and sends a message to South Korea that
it has to step up and strengthen its Cyber Warfare Command forces. Therefore, in order to be prepared from
future attacks, South Korea and the United States will discuss further about deterrence plans at the Security
Consultative Meeting (SCM). At SCM, they plan on developing strategies that focuses on accelerating the
deployment of ballistic missiles as well as fostering its defense shield program, known as the Korean Air and
Missile Defense.[3
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March 4th 2011 DDoS Attack

[ ] March 4th DDoS attack in 2011, evolved from July 7th DDoS in 2009

Overview — DDoS attack targeting 40 major Korean websites =

Portal/Shopping Mall - 2
- Government/ Classification Mar 4 Jul 7

o - Public Organization # of Zombie PCs 116,299 115,044
Financial Institute target websites 40 36
# of Blocked C&C servers 748 538
March 4 DDoS Attack Target # of destroyed HDDs 756 1,466

March and July DDoS attacks are similar in used no. of exploited zombie PCs and infection method
however March DDoS attack Method is more Intelligent and destructive than July DDoS

Implications

Attack method continually changes with the response to the attack

KISA Response Change in Attack Method

Vaccine distribution via www.boho.orkr =9 Block zombie PC’s access to www.boho.or.kr
Effective defense against DDoS Attack -} Destroy HDD just after the infection

Hard disk damage prevention guideline =9 HDD is destroyed even at safe mode booting
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March 20t 2013 Cyber Attack

® Attack on 6 broadcasting and financial companies which destroyed 48,700 PC, Server, ATM(March 20t)

- Distributed Malicious Code through “nalsee.com(Weather Forecast)” and infected 800 PCs (March 25th)
- Destroyed 58 Digital YTN website servers (March 26th)
- Deleted data from 14 conservative groups’ website (March 26th)

® Recovered to normal operation (March 29th)
- Recovery of 58 Digital YTN web servers (April 12th)

TKBS MBC T4t A ’.‘iﬂtﬂl
= -
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® Disclosure of personal information of 200,000 registered users of the
government office’ s website

X disclosed personal information : name, date of birth, ID, address, IP
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@ Raised the alert level on cyber risk to level three on a five-ties scale(June 25)

@ Blocked relevant malicious websites through mutual assistance with domestic and
international ISPs and CERTs

® Detected and deleted the websites where DDoS attack script was being distributed

@ Developed and distributed the specialized vaccine programs for the malicious codes

® Shared information and cooperated with relevant national organizations including NIS
and Korea National Police Agency(KNPA)

® Provided assistance for those affected by the government personal information

disclosure incident through personal information incident report center




National Cybersecurity Plan




Background of establishment of Master plan for cyber Sscurity e ey

» Continuous Cyber terror such as March 4, July 7(2011), March 20 urged Korean government to
develop master plan for cyber security for Korea to respond systematically to those attempts

Continuous National Another cyber Master Plan
Cyber Meeting for attack for
Terror Cyber strategy cybersecurity
(Mar 20. 2013) (Apr 11. 2013) (Jun 25. 2013) (July 4. 2013)
< -

Establishing Master plan for cyber security for Korea by 16 relevant
government agencies includin%BIue house, NIS, MISP, MND, Mg, etc

To add regularly close inspection on major government homepages,
Expansion of DDoS shelter, Introduction of safety evaluation on IC
objectives such as communications company
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Previous Risk management system for national cyber SBL}U[itV

~ Based on ‘Rule for managing national cyber security’ (Presidential instruction no.267,
2010.4.16 partial amendment), separate response system for each government- public sector,
private sector and national defense sector is operated

The President

S§n|or SEBEETY 0 Ui National Security Office
president for future strategy

National cyber security strategy
committee

Ministry of National —_— National Intelligence —_— Ministry of Science, ICT
Defense(MND) — Service(NIS) — and future Planning(MISP)

National defense Government-Public Private sector
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Goals and strategies of the plan

Advanced Cyber Security Nation

[1/Enhance the prompt response system against cyber threats (Prompt)

2| Build the smart cooperation system between the relevant authorities (Cooperative)
3] Enhance the robustness of protection of cyber space (Robust]
|4] Make the creative basis for cyber security (Creative)

Activation of sharing of threat . ;
information among private Removalof cyber security iind
sector, government and military




Goals and strategies of the plan

Advanced Cyber Security Nation

[1]Enhance the prompt response system against cyber threats (Prompt)

Strategies

Establishment of the cyber
security control tower




Main Tasks(1/9)

» Establishment of the cyber security control tower

—— Emergency
-------- Normal Times

National cyber security strategy

committee
(Chairman : Director of NIS / Member : Vice-ministers)

Presidential Secretariat
(Senior Secretary to the President for Future Strategy)

National Security Office

(Emergency Control Center)

National Cyber Security Center (NIS)

Private sector/ government/ military joint
response team against cyber threats

N

< Private sector >
Communication/ Transportation/
Financial service/ Hospital

< Military Sector > < Public Sector >
Each armed force Administrative / Public authorities



Goals and strategies of the plan

Advanced Cyber Security Nation

[1]Enhance the prompt response system against cyber threats (Prompt)

Strategies

Full-out enhancement and
complementation of the situation
propagation system




Main Tasks(2/9)

o o
H The President B
National Security Office <.} National cyber security strategy ~ _}. |} _ Presidential Secretariat
(Emergency Control Center) committee (Chairman : Director of NIS, Member : (Senior Secretary to the President for Future Strategy)
- - Vice-ministers)
4 . & | TT 7 Y
, National Cyber Security Center (NIS)
: Private sector/ government/ military joint
: response team against cyber threats
Minisity of Né_ilonal RefenaciCyber Central administration authorities Department Ministrgf of Science ICT & Future Planning/
Security Command/ . .
- Security Control Center Korea Internet & Security Agency
Defense Security Command
< Military Sector > < Public Sector > c = P_nvt:_ate/ f_ector:t tion/
Each armed force Administrative / Public authorities emmunication/ fransportation

Financial service/ Hospital

B Enhance the cyber emergency report and propagation system (National Security Office, NIS, all authorltles)
B Enhance the cyber threat warning system




Goals and strategies of the plan

Advanced Cyber Security Nation
<. ~—

Strategies 2| Build the smart cooperation system between the relevant authorities (Cooperative)

Establishment of the cooperation
system for response against
cyber threats

Activation of sharing of threat
information among private

sector, government and military




Main Tasks(3~4/9)

» Establishment of the cooperation system for response against cyber threats

B Reinforce cooperation between cyber response authorities

B Reinforce operation of the 'Private Sector / Government / Military
Joint Response Team Against Cyber Threats’

B Reinforce international cooperation in relation with cyber security

» Activation of sharing of threat information

H Prepare the pan-national sharing system of information on cyber threats

Hl Improve the capability to detect/collect new cyber security treats
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Goals and strategies of the plan

Strategies

Advanced Cyber Security Nation
<. ~—

3] Enhance the robustness of protection of cyber space (Robust)

l.

Enhancement of security level
and awareness in private sector

Enhancement of security of
computer networks of the
national Critical infrastructure

Removal of cyber security blind
spots in public sector

~ 80



Main Tasks(5~6/9)

* Enhancement of security of computer networks of the national critical infrastructure

Bl Consider measures to protect specialized infrastructure by theme

Bl Expand designation of and intensively manage the key IT infrastructure

* Enforcement of security infrastructure and removal of cyber security blind spots

Bl Upgrade the voluntary security management level of the authorities

B Extend the information security system and verify security of the
network equipment

H Propose preliminary security measures for smart mobile/cloud

computing
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Main Tasks(7/9)

* Enhancement of security level and awareness in private sector

H Preparation of enterprise information security management system

and expand support
H Reinforce internal security control of external service contractors

Hl Enhance awareness of cyber security of the people
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Goals and strategies of the plan

Advanced Cyber Security Nation

Strategies

i_@ Make the creative basis for cyber security [Creative)

. : Fostering of the information
Recruitment, fostering and S 6 IS 6

systematic management of cyber ;
- reinforcement of technolo

~ 83



Main Tasks(8~9/9)

* Recruitment, fostering and systematic management of cyber security experts

B Recruit and foster elite cyber experts (5,000 experts)

Hl Make the cyber warriors manpower pool, and foster/manage cyber
warriors in a systematic manner

l Establish the 'National Cyber Simulation Center' to foster experts
(Ministry of Science, ICT & Future Planning, NIS)

* Fostering of the information security industry and reinforcement of technology competitiveness

H Create and activate the information protection market (Ministry of
Science, ICT & Future Planning)

l Develop the world-leading information protection technology and secure
competitiveness of the product
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Why we have to cooperate each other?

@ As the globe is connected with the internet, transnational cyber attacks are possible

@ International cooperation is becoming mandatory in cyber security field

< Possible scenario >

>

Zombie PCs

. - ¢ ‘}e_k‘ - In Asia - . .
% . —y ~ = -
/ “/, . Y B
3 ST
cac Sek‘_.

In Asia




FIRST

@ Forum of Incident Response & Security Teams
@ Global forum of 282 Teams from 62 Economies
@ KISA sponsored 6 Korea members as Korean national CSIRT

Team

Regional Forum of 25 Teams

@ KISA hosted AGM &
conference 2011 in Jeju
@ Current Vice chair

@ Moderated APCERT incident

Handling drill

A APCERT

APCERT AGM & Annual Conference 2011

Security Training Course

® Training course for AP countries on CSIRT
building & operation for strengthening
capability & cooperation

® 203 trainees from 40 economies since 2005

@ Diverse Instructors from abroad

@ Signing MoU with leading organizations to enhance cyber

security cooperation

# Joint response to incident handling

with global cyber security vendors

@ Information sharing on cyber threats

Bilateral Cooperation




Meet & Talk & Raise our awareness

@ Actively participation to the international organization to share threat information

@ Need to reach for the common understanding among all of the economies
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Thank You

.4 DR.SIR, Jae-Chul
-y Sirjaechul@gmail.com




